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Features Overview 

1. About This Document 
This document presents the feature set composition for Release 1.2 (R1.2) of the 
Alcatel-Lucent OmniAccess 3500 Nonstop Laptop Guardian (NLG). All references made 
in this document to the OmniAccess 3500 NLG platform and its components are 
intended to apply exclusively to R1.2, unless otherwise stated.   

1.1. Audience 
This document is intended for established and prospective OmniAccess 3500 NLG 
customers that need easy reference to the features included in Release 1.2 of the 
product. 

1.2. Related Documents 
For a release-independent view of the OmniAccess 3500 NLG platform and detailed 
information about the features listed in this document, please refer to the following 
document: 

�x OmniAccess 3500 Nonstop Laptop Guardian Technical Overview 

For detailed information about the installation and operation of the OmniAccess 3500 
NLG platform and its individual components, please refer to the following documents: 

�x OmniAccess 3500 Nonstop Laptop Guardian Release 1.2 Administration Guide 

Configuration and run-time administration of the OmniAccess 3500 NLG platform. 

�x OmniAccess 3500 Nonstop Laptop Guardian Release 1.2 Gateway Installation 
Guide 

Installation of the OmniAccess 3500 NLG enterprise gateway. 

�x OmniAccess 3500 Nonstop Laptop Guardian Release 1.2 Card Quick Start Guide  

Installation of the OmniAccess 3500 NLG card and client software. 

�x OmniAccess 3500 Nonstop Laptop Guardian Release 1.2 End User Reference 
Guide 

Daily operation of the OmniAccess 3500 NLG card and client software. 

1.3. Document Organization 
This document is organized as follows: 

�x Section 2 provides an overview of the OmniAccess 3500 NLG platform. 

�x Section 3 presents the platform components. 

�x Section 4 lists the functional features implemented in Release 1.2 of the 
OmniAccess 3500 NLG. 
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2. OmniAccess 3500 Nonstop Laptop Guardian Overview 
For the enterprise IT organization, the wide adoption of laptops and mobility offers 
unique productivity gains, but also introduces a mobile blind spot. When a mobile 
laptop leaves the enterprise, the IT department loses visibility over the laptop and 
therefore the ability to protect the sensitive data it contains. In the mobile blind spot, 
corporate resources cannot be protected by a simple perimeter security approach 
because mobile laptops can connect to the public Internet using network interfaces 
that are no longer subject to the security controls of the IT organization.  

The Alcatel-Lucent OmniAccess 3500 Nonstop Laptop Guardian puts continuous laptop 
visibility and control back in the hands of the enterprise. With this control, enterprises 
can proactively safeguard the sensitive data on employees’ mobile laptops anytime 
and anywhere, even when the laptop is powered off. From off-hour transfers of 
patches, updates, and backups to proactive, real-time response to security loopholes 
arising through public Internet access, the OmniAccess 3500 NLG increases 
productivity, helps enforce IT policy compliance, and improves business continuity. 

Plugged into the laptop, the client component of the OmniAccess 3500 NLG platform, 
called the OmniAccess 3500 NLG card, opens a virtually uninterrupted management 
channel for the IT administrator and moves the management/security functions out of 
the laptop. The card embeds a 3G broadband wireless modem, a processor, a battery, 
and non-volatile memory. A set of drivers and utilities installed in the laptop, called 
the client software, enables the interoperation of the laptop with the card. 

The platform is completed by the OmniAccess 3500 NLG enterprise gateway, an 
enhanced secure access gateway that deploys within the perimeter of the enterprise 
network. The gateway embeds the web-based management interface, called the 
management system, through which the IT administrator gains run-time control over 
the gateway and the deployed cards and laptops. The platform components are shown 
in Figure 1. 

 

 
Figure 1:  OmniAccess 3500 NLG platform components. 
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The presence of a rechargeable battery in the OmniAccess 3500 NLG card makes the 
power state of the card independent of the power state of the laptop. Through its 3G 
broadband wireless interface, the card can be reached by the IT administrator and 
stay connected to the enterprise network wherever 3G coverage is available. There is 
a switch on the card to power off the 3G modem, which is to be used only in 
extraordinary situations that require switching off all RF equipment, such as during the 
takeoff and landing of commercial airplanes. This is the only exception to the “always-
available” nature of the OmniAccess 3500 NLG card.  

The persistent availability of the card ensures that all device management functions 
can be carried out virtually at any time, including when the end user is not operating 
the laptop and when the laptop is powered off. This minimizes the interference of 
management and security functions with the ordinary end-user activities. Large blocks 
of management data whose transmission is likely to interfere with the regular 
operation of the laptop (such as downlink patches or uplink backups) are first cached 
into the card, waiting for their delivery (to either the laptop or the 3G air interface) 
until the laptop exits its normal mode of operation (e.g., moving into shutdown, 
hibernate, or standby mode). 

Once installed, the client software places the laptop and its network interfaces under 
full control of the OmniAccess 3500 NLG platform. All traffic to and from the laptop is 
always routed via the card, irrespective of the network interface on the laptop that 
provides network access. This ensures that the card continuously enforce the network 
access security policies set by the enterprise, even when the end-user device is not 
connected to the enterprise network.  

3. OmniAccess 3500 NLG Platform Components 
This section illustrates the components of the OmniAccess 3500 NLG platform.  

3.1. OmniAccess 3500 NLG Enterprise Gateway 
The OmniAccess 3500 NLG enterprise gateway is an appliance that deploys at the edge 
of the enterprise network. It provides SNMP MIB-II support for the management of its 
non-OmniAccess 3500 NLG functional components and includes two 10/100/1000 Mbps 
Ethernet interfaces for network connectivity. 

The OmniAccess 3500 NLG enterprise gateway integrates the management system, 
which provides the IT administrator with exclusive management access to the gateway 
and to its controlled cards and laptops.  

The physical specifications and all installation details for the enterprise gateway can 
be found in the OmniAccess 3500 Nonstop Laptop Guardian Release 1.2 Gateway 
Installation Guide. 

3.2. OmniAccess 3500 NLG Card 
The OmniAccess 3500 NLG card is a CardBus PC card that contains a local processor, a 
flash memory, and a 3G modem, all powered by an on-card rechargeable battery. 
During normal operation, the OmniAccess 3500 NLG card draws power from the laptop. 
The on-card battery supplies power when the card is not plugged into the laptop and 

3 



OmniAccess 3500 Nonstop Laptop Guardian Release 1.2 

when the laptop is in standby, hibernate, or shutdown mode. The card has a switch for 
mechanical control of the power state of the modem, to be used only when regulatory 
restrictions apply to RF equipment, such as in airplanes taking off and landing.  

3.2.1. OmniAccess 3500 NLG Card: Physical Specifications 

�x Form factor: PCMCIA Type II 

�x Size: 122 mm (L) x 54 mm (W) x 5 mm (H) [15 mm (H) in extended portion only] 

�x On-card rechargeable battery 

�x On/off switches for the battery and the 3G modem. 

3.2.2. OmniAccess 3500 NLG Card: Interfaces 

�x Host interface: Cardbus (32 bit) 

�x 3G modem: CDMA EV-DOrA 

o Backward compatible with 1xEV-DO, 1xRTT, IS-95 

o Frequencies bands: 800 MHz and 1900 MHz 

3.2.3. OmniAccess 3500 NLG Card: Laptop Requirements 
The OmniAccess 3500 NLG card works with Windows-based laptops that meet the 
following minimum requirements: 

�x X86 1GHz CPU 

�x 512 MB RAM 

�x 1 GB free hard-disk space 

�x One PC Cardbus slot 

�x MS Windows XP Home, Professional, or Tablet edition with Service Pack 2 

4. OmniAccess 3500 NLG Features 
This section illustrates the functional features of the OmniAccess 3500 Nonstop Laptop 
Guardian. 

4.1. OmniAccess 3500 NLG Network Access 
Release 1.2 of the OmniAccess 3500 NLG implements the network access features 
presented in the following subsections. 

4.1.1. Auto VPN 
The OmniAccess 3500 NLG automatically establishes the IPsec tunnel that secures the 
remote access connection between the laptop and the enterprise network. An 
integrated VPN client in the OmniAccess 3500 NLG card initiates the tunnel 
establishment, which reaches completion after the card and the OmniAccess 3500 NLG 
gateway mutually authenticate using digital certificates. The card keeps the tunnel 
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fully transparent to the end user while it carries both user traffic and OAM&P traffic 
between the laptop and the gateway. 

The OmniAccess 3500 NLG supports the following Auto VPN features: 

�x Integrated IPsec client in the card. 

�x Transparent IPsec tunnel establishment and management (with automatic access 
network selection, tunnel end-point mobility, and tunnel restoration). 

�x Internet Key Exchange Version 2 (IKEv2). 

�x Network Address Translation Traversal (NAT-T). 

�x Key management algorithms: Diffie-Hellman Groups 1, 2, 5. 

�x Data encryption algorithms: 3DES, AES (128, 192, and 256 bits). 

�x Message authentication algorithm: HMAC SHA-1. 

�x User authentication: Active Directory, RADIUS-supported methods. 

�x Device authentication: digital certificates. 

4.1.2. Two-Factor Authentication 
Two sets of authentication credentials are always required for the user to log into the 
enterprise network, irrespective of the access location (whether within or outside the 
enterprise premises): 

�x The end user interactively supplies the Windows Logon credentials when logging 
into the laptop. The Windows Logon credentials are then forwarded to and 
processed by the Windows Domain controller in the enterprise network after the 
IPsec tunnel to the enterprise gateway is established. 

�x The IPsec client in the OmniAccess 3500 NLG card automatically supplies the 
digital certificate needed for mutual authentication with the enterprise gateway 
in the process of establishing the IPsec tunnel. The presence of the card is 
strictly necessary for the end user to gain connectivity with the enterprise 
network. 

The two sets of credentials are bound together, so that a given card can only work for 
a given end user and laptop. 

4.1.3. Single Sign-On 
Unlike most remote access solutions, the OmniAccess 3500 NLG does not require the 
end user to supply an additional set of authentication credentials to gain access to the 
enterprise network from off-premises locations. The end user logs into the network 
using always the same set of Windows NT credentials, whether inside or outside the 
enterprise premises. The laptop collects the credentials through the Windows Logon 
prompt and transmits them to the Active Directory server of the enterprise over the 
secure tunnel. After successful authentication, the OmniAccess 3500 NLG gateway 
admits the end user to the enterprise network. 
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4.1.4. RADIUS Support 
To accommodate enterprises that deploy separate authentication mechanisms for 
network access and for use of their Windows-based applications, the OmniAccess 3500 
NLG can simultaneously interoperate with a RADIUS server (network-access 
authentication) and with an Active Directory server (Windows NT authentication).  

The following statements apply when the OmniAccess 3500 NLG interoperates with a 
RADIUS server: 

�x The end user must submit two distinct sets of credentials to authenticate (i) with 
the RADIUS server and (ii) with the laptop and the Active Directory server. 

�x The certificate-based mutual authentication between the card and the gateway 
is still required for establishing the IPsec tunnel. 

�x The authentication method supported by the RADIUS server is transparent to the 
OmniAccess 3500 NLG. 

�x The same RADIUS server can authenticate the end users for network access and 
the IT administrators for access to the management system of the OmniAccess 
3500 NLG. 

�x A second, redundant RADIUS server can be supported. 

4.1.5. Personal Firewall 
The OmniAccess 3500 NLG card includes a personal firewall that is managed remotely 
by the IT administrator. The end user can have only limited and highly-controlled 
impact on the personal firewall operation.  

The personal firewall combines a packet filter and an application filter: 

�x The personal firewall packet filter supports stateful inspection of packets 
traveling to and from the laptop, based on Layer-3 and Layer-4 header contents 
(source IP address, destination IP address, source port number, destination port 
number, and protocol identifier). 

�x The personal firewall application filter defines the set of laptop applications 
that are allowed to open or accept network connections. 

The personal firewall policy, safely stored in the card, drives the operation of the 
personal firewall by combination of the packet filter rules and application filter rules. 
The personal firewall ensures the laptop integrity especially in environments that offer 
no connectivity to the enterprise network. 

4.1.6. Network Connectivity Policing 
The bridging of traffic between simultaneous connections to the enterprise network 
and the Internet constitutes a major threat to the security of the enterprise. The 
OmniAccess 3500 NLG ensures that the laptop can never use more than one interface 
at a time for network connectivity and that the laptop can access the Internet only 
through the remote connection to the enterprise network. 

The IPsec tunnel between the card and the enterprise gateway conveys all network 
traffic exchanged by the laptop, with the following two exceptions: 

6 



Features Overview 

�x If the laptop is attached to an Ethernet outlet within the enterprise premises, 
the application data path excludes the IPsec tunnel after the enterprise 
authentication server authorizes the user (the IPsec tunnel remains in place to 
support all OAM&P communications between the card and the enterprise 
gateway).  

�x When the laptop attaches to an off-premises network outlet that is controlled by 
an access point provider (e.g., in a hotel or airport lobby), the user may be 
required to interactively supply a local set of access credentials to a web-based 
captive portal in order to obtain a globally routable IP address. Under these 
circumstances, the personal firewall in the card adopts the necessary measures 
to guarantee protection of the laptop until the IPsec tunnel to the enterprise 
gateway is successfully established. 

The OmniAccess 3500 NLG only secures TCP/IP network interfaces. Interfaces that run 
IPX, Apple Talk, and SNA, and devices like USB drives, Blue Tooth, and CD drives are 
not protected. 

4.1.7. Mobility Management 
The card continuously monitors the access networks available at the laptop’s location 
and chooses the best performing one to reach the OmniAccess 3500 NLG gateway. 
Based on the card’s selection, the laptop can switch its access link from one interface 
to another as follows: 

�x Upon an IPsec tunnel interruption, the OmniAccess 3500 NLG automatically 
designates the network interface over which the tunnel is to be restored, based 
on network availability and on pre-set interface priorities. 

�x At any time when the IPsec tunnel is working and multiple access networks are 
available, the end user can manually request the transfer of the access link to 
one of the alternative interfaces.  

The laptop retains its VPN IP address across all interface switchovers, which avoids the 
disruption of any ongoing network application. The IP address retention does not avoid 
the packet losses that may be caused by the change of public-routing IP address. 

4.2. OmniAccess 3500 NLG Remote Laptop Management 
Release 1.2 of the OmniAccess 3500 NLG implements the remote laptop management 
features presented in the following subsections. 

4.2.1. Assisted File Transfer Path  
The OmniAccess 3500 NLG Assisted File Transfer (AFT) path enables the temporal 
separation of nonreal-time application transactions from the ordinary operation of the 
laptop. Any third-party IT application can take advantage of the AFT path to extend its 
reach over the laptop to times when the end user is not logged into the enterprise 
network. 

The AFT path decomposes every file transfer into three temporally disjoint 
transactions. In a file download from an application server to the laptop, for example:  
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�x The first transaction brings the file from the application server to a storage 
partition on the OmniAccess 3500 NLG enterprise gateway that is dedicated to 
the application. 

�x The second transaction, which stores the file into the user-space partition of the 
non-volatile memory on the OmniAccess 3500 NLG card, can occur any time the 
IPsec tunnel between the card and the OmniAccess 3500 NLG enterprise gateway 
is available. 

�x The third transaction finally moves the file from the card to the laptop. 

4.2.2. Enhanced SMS Patch Management 
The OmniAccess 3500 NLG platform integrates the Microsoft Systems Management 
Server (MS-SMS) application to enable the execution of SMS patch downloads at times 
when the end user is not logged into the enterprise network. 

4.2.3. Asset Management 
The OmniAccess 3500 NLG includes a proprietary asset management application that 
enables monitoring of relevant system parameters and files on the laptop. The 
application interacts with the AFT path facility through its dedicated storage 
directories on the OmniAccess 3500 NLG laptop and enterprise gateway. 

4.2.4. User Record Import from Active Directory Database 
The provisioning of new OmniAccess 3500 NLG users and user groups requires the 
configuration of extended sets of management system records. Some of those records 
duplicate information that is already configured for the same users and user groups in 
the Active Directory database that regulates access to the enterprise network. 

The OmniAccess 3500 NLG supports the automatic transfer of the values of all 
duplicate records from the Active Directory database to the management system 
database every time a new end user or user group is provisioned and every time there 
is a value change for a duplicate record. 

4.3. OmniAccess 3500 NLG Laptop Protection 
Release 1.2 of the OmniAccess 3500 NLG implements the laptop protection features 
presented in the following subsections.  

4.3.1. Remote Lock/Unlock 
The IT administrator can make a laptop unusable by issuing a remote lock command 
through the management system. The command reaches the laptop through the access 
network of current attachment. If the laptop does not have an active connection, the 
command is delivered through the 3G network if coverage is available. 
Similarly, the IT administrator can issue a remote unlock command through the 
management system to unlock a laptop that was previously locked by issue of a 
remote-lock command. 
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4.3.2. Anti-Tampering 
The OmniAccess 3500 NLG implements extensive anti-tamper measures to ensure that 
the controls it enforces are not overridden or bypassed. Any attempt to tamper with 
the OmniAccess 3500 NLG controls is either blocked or made ineffective by rendering 
the laptop unusable. 

The following list includes some of the events that can trigger anti-tamper reactions:   

�x Laptop operation with card unplugged. 

�x Uninstallation of client software. 

�x Termination of client software processes (through Windows Task Manager). 

�x Interruption of client software services (through Windows Service manager). 

�x Disabling of client software drivers (through Interface Properties settings). 

�x Deletion/modification of registry entries associated with the client software. 

�x Deletion/modification of client software files. 

�x Deletion/modification of routing tables. 

4.3.3. One-Time Password 
In some occasions the activation of anti-tamper measures that render the laptop 
unusable may have causes that are beyond the control of the end user (e.g., a 
malfunctioning card). In those situations, it may be desirable, at the discretion of the 
IT administrator, to allow the end user to keep operating the laptop despite the 
temporary suspension of the OmniAccess 3500 NLG controls. The one-time password 
(OTP) of the OmniAccess 3500 NLG unlocks the laptop for a limited amount of time 
and expires upon its first use, letting the IT administrator decide at every password 
renewal if it is appropriate to extend the unguarded operation of the laptop. 

�x To unlock the laptop, the legitimate end user must call the IT helpdesk and read 
to the IT administrator the screen-count value that appears on the lock screen. If 
the end user is eligible for unlocking, the IT administrator generates the OTP and 
communicates it to the end user. The end user enters the OTP to regain control 
of the laptop. 

�x Most OmniAccess 3500 NLG controls are disabled for a time period of 
configurable duration (e.g., 24 hours), during which the end user is expected to 
remove the cause of the initial lock. Upon expiration of the unguarded interval, 
the laptop either locks again (if the cause of the lock has not been removed) or 
restores all OmniAccess 3500 NLG controls (if the cause of the lock has been 
successfully removed). 

�x The OTP expires upon its first use. 

4.3.4. Volume Encryption 
The OmniAccess 3500 NLG integrates with the TrueCrypt open software for creation 
and management of an encrypted volume in the laptop hard disk. While the end user 
chooses the files to be stored in the encrypted volume, the OmniAccess 3500 NLG 
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maintains full control of the configuration parameters for the volume. The laptop 
mounts the encrypted volume after the end user successfully logs in. 

The cryptographic key is implemented as a secret password that is stored in the 
OmniAccess 3500 NLG card and kept never accessible to the end user. The IT 
administrator has exclusive control over the secret password stored in the card and 
can remotely erase it, preventing further access to the contents of the encrypted 
volume.  

4.3.5. File-Track Utility 
The client software that enables the laptop for OmniAccess 3500 NLG functionality 
includes a file-track utility to scan the encrypted volume for its contents. The list of 
all files found in the encrypted volume is uploaded to the management system both 
periodically and when explicitly requested by the IT administrator.  

4.3.6. Remote Kill 
When a laptop is deemed lost or stolen, the IT administrator can issue a remote kill 
command to deny access to the contents of its encrypted volume (if the volume was 
created with the TrueCrypt open software under OmniAccess 3500 NLG supervision).  

Upon receipt of the remote kill command, the card erases the secret password that is 
used for encryption and decryption of the encrypted volume contents. The 
management system retains copy of the erased key, so that it can re-establish it to 
recover the contents of the encrypted volume if the missing laptop is found again. 

4.3.7. Connectivity Timeout 
To protect a laptop that is stolen during an active login session and whose card cannot 
be reached by the IT administrator (e.g., because the thief has turned the radio 
modem off), the OmniAccess 3500 NLG has the laptop lock automatically if it is kept 
working without network connectivity for a time of configurable duration (the 
connectivity timeout). 

If the connectivity timeout expires under legitimate circumstances, the end user can 
unlock the laptop after obtaining an OTP from the IT helpdesk. 

4.3.8. GeoTrack 
Using the built-in GPS capabilities of the 3G modem, the OmniAccess 3500 NLG can 
display the geographical location of the OmniAccess 3500 NLG card (and laptop) 
whenever needed. The request for the card location is issued through the management 
system and shown on a browser window using commercial mapping software with 
interactive map navigation capabilities. 
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