Case study - Education

“This solution answered our laptop security
concerns, and fit perfectly with our major
investment in WiFi communications.”

The technology also increases the value of encryption solutions
by protecting encryption keys on the card. If stolen or misplaced,
the IT staff can wirelessly contact the specific card for the laptop,
revoke the encryption key, and make all data stored on the
encrypted drive unreadable.

If a missing laptop is later found, or located using NLG’s Global
Positioning System (GPS) feature, the encryption key can be
enabled again, restoring all data and returning the laptop to

full functionality. “This solution was the ultimate answer to our
laptop security concerns,” Bruns said, “and also fit perfectly with
our major investment in campus-wide WiFi communications.
With NLG, we can continue to encourage wireless laptop use and
the high level of productivity these devices provide.”

At present, CSU faculty and staff are provided NLG. A program
to offer it to students at cost or at special pricing is being
explored. Student grant funding for NLG is also a possibility

in the future.

SECURING LAPTOPS SAVES
MONEY/ELIMINATES WORRY

Being victimized is costly, says Bruns. “It is not just a matter of
replacing stolen hardware and software, but the risks associated
with sensitive data loss which can lead to more damaging activity,
such as identity theft.” He adds, “Now, as soon as | receive
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word of a lost or stolen laptop, | simply logon to the special
Alcatel-Lucent web site, highlight the pre-registered entry for
the device, and send the command to lock it down. The device
is immediately rendered useless: the hard drive becomes
inaccessible. Sensitive data can no longer be compromised.

The only way to overcome this action is to turn it back on using
the same NLG web site used to neutralize it.”

Bruns calls the system’s GPS feature ‘incredible’. “The laptops
stolen last year still haven’t been found,” he says. “But with

the NLG’s GPS tracking feature, we today stand a good chance
of recovering a missing or stolen laptop and saving the costly
replacement charges and wasted time to reorder and reload each
device. That means everyone worries less about that dreaded,
early morning phone call to report laptop theft.”

Perhaps most important, Bruns says there’s a powerful emotional
advantage offered by this technology — the ability to quickly regain
control, ultimately putting power back in the hands of IT.

TAKING POWER BACK A MAJOR BENEFIT.

“Let’s face it. If you've ever had your car stolen or residence
robbed, you know that depressing feeling of victimization,”
Bruns says. “Someone has violated your private property, and
aside from alerting law enforcement, you are powerless to do
anything more. That was precisely my situation the morning of
the student lab break-in.”

“Had NLG been available, | could have immediately entered the
master web site and wirelessly locked down the stolen devices
without leaving my home. If the thief tried to remove each
laptop’s card, the net effect would be the same — a valuable laptop
PC with even more precious data inside would be rendered
useless: an inoperable hulk of plastic and electronics. You can’t
put a price on the ability to be so proactive, as well as knowing
that you've aggressively protected an asset,” he adds. “You’ve
taken immediate control of a deplorable situation and turned it
around to thwart those who caused it.”

Finally, Bruns credits this technology with solving one of his
biggest IT challenges — how to further facilitate campus-wide WiFi
mobility while closing the serious ‘IT blind spot’. “Thanks to
Alcatel-Lucent, we today have an unmatched ability to securely
manage and control laptop devices 24/7, while protecting the
data they contain,” he concludes.
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